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a) Digital Signature provides only authentication, but not confidentiality.  It works by the following scheme- sender signs a message with its private key by using cryptographic algorithm applied to whole message or just a small block of data as function of the document. It is implemented for use by following applications: RSA, DSS and Elliptic Curve

b) Digital Certificate is created in order to prevent anyone from forging public announcement of public keys.  To resolve this issue we need trusted third party (such as Verisign or US Postal Service) that provides digital certificate, verifies and keeps track of users identity, which may include revoking of digital certificate. Mechanism- public key certificate need to consist of a public key plus user ID of the key owner with the whole block signed by the trusted third party (Certificate Authority). 

2)

Diffie –Hellman algorithm’s purpose is to enable exchange of secret key security for future encryption of messages. Security of Diffie-Hellman lies in the fact that it is very difficult to calculate discrete logarithms. The technique does not protect against replay attacks. Public key is exchanged by utilizing session key, which includes timestamp, and participating parties ID’s.

3)

 Kerberos version 4 message exchange uses elaborate DES protocol and includes Authentication Server that knows the password of all users, hashes them for better security and stores it in centralized database; unique secret key for each server distributed in a secure way; Ticket Granting Service for issuing ticket that contains ID, network address of the user, ID of TGS, timestamp (date/time of issue plus its lifetime) which is encrypted with a secret key known only to the AS and TGS; session key between user and servers to encrypt future messages between them; all servers must be registered with Kerberos Server and among different Kerberos Servers in different realms.

4) PGP stands for Pretty Good Privacy and provides authentication, confidentiality, compression, e-mail compatibility, segmentation and reassembly.

Authentication is implemented by combination of SHA-1 and RSA for effective assessment signature scheme. Message block hashed and encrypted using private key of sender, and then its concatenated to the whole, zipped and transferred over Internet. Receiving party unzips it, compares hashed portion of message and decrypted block using senders public key. If its matches then authentication is successful.

Confidentiality is provided by encrypting messages by the use of session key and set of receiver’s public/private keys. First message is zipped and then conventionally encrypted, also we append block encrypted by public key of receiver over Session key. When user receives this message he decrypts block using receivers private key, which is applied to decryption of the body of the message using conventional decrypting mechanism. It is unzipped as the last stage for receivers viewing. PGP combines authentication and confidentiality processes in one to provide more complete security in one process.

